
Is DFARS 7012 
or other language 

requiring 
protection of DoD 

CUI in your 
contract?

YES

RECEIVE

Do you have a 
Security 

Classification 
Guide (SCG) for 

the program?

GENERATE

The information is probably DoD CUI. 
 

Confirm with your Prime / DoD PMO and follow 
the DoD CUI marking instructions.

Handle CUI in accordance with your established 
organizational policies and procedures.

NO

YES

YES

NO

YES

NO

Does the information match any of the examples given by NARA for:
● Controlled Technical Information 
● Critical Infrastructure Security Information 
● Naval Nuclear Propulsion Information 
● Unclassified Controlled Nuclear Information – Defense 

YES

NO
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The 
information 

is not 
DoD CUI

Is the information 
related to a 

COTS product?

START

Is the information 
ITAR or otherwise 

Export Controlled?

Is the 
information 

marked “CUI” or 
with a 

Distribution 
Statement B-F?

Did you receive 
the information or 
did you or a sub 
generate the 
information?

Does the 
generated 
information 

match the SCG 
“CUI” criteria? 

YES

NO YES

NO

NO

https://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm#252.204-7012
https://www.dodcui.mil/Portals/109/Documents/Desktop%20Aid%20Docs/CUI%20Training%20Aids_Oct%2023%202020.pdf?ver=IGIoRxaZHsjmjcDprJsLuw%3D%3D
https://www.archives.gov/cui/registry/category-detail/controlled-technical-info.html
https://www.archives.gov/cui/registry/category-detail/dod-critical-infrastructure-security-information
https://www.archives.gov/cui/registry/category-detail/naval-nuclear-propulsion-info
https://www.archives.gov/cui/registry/category-detail/ucni-dod
http://www.totem.tech/
mailto:info@totem.tech
https://en.wikipedia.org/wiki/Commercial_off-the-shelf
https://www.archives.gov/cui/registry/category-detail/export-control.html
https://discover.dtic.mil/wp-content/uploads/2018/09/distribution_statements_and_reasonsSept2018.pdf
https://discover.dtic.mil/wp-content/uploads/2018/09/distribution_statements_and_reasonsSept2018.pdf
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